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How did the hack work technically?
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Lessons learned

• Technical: • Operational: • Process:



Technical:

• Activation MFA for all

• No internet access rights for admins

• O365 services were not affected

• Virus scanner had not responded!

• Offline backup incomplete



Operational:

• Prioritization of security topics (reactive operation) 

• Introduction of CISO@a service

• Regular external pentesting

• Be challenged and reflect 

• Extract positives from the experience 

• Disaster recovery tests have been successful

• Backup concept / backup recovery tests



Process:

• Internal/external communication very important (transparency)

• Develop contingency plans/test regularly

• Cyber insurance was useful (experts immediately at the table)

• Introduction of a SOC (Security Operations Center) 
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